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Important Safety Instructions
IMPORTANT SAFETY INSTRUCTIONS

The exclamation point within an equilateral triangle is intended to
alert the user to the presence of important operating and maintenance
(servicing) instructions in the literature accompan ying the product.
When instaling, operating, or maintaining this equipment, basic safety precautions
should always be followed to reduce the risk of fire, electric shock, and injury to
persons, including the following:
4 Read and understand all instructions.

& Handle this product in conformity with the applicable building code.
a Follow all warnings and instructions marked on this product.

a For i nformation on proper mounting instructions, co
this product.

a Do not place this product on an unstable cart, stand or table. The product may fall, causing
serious damage to the product.

a The Telecommunications interfaces should not leave the building premises unless connected
to telecommunication devices prov iding primary and secondary protection, as applicable

a This product should be operated only from the type of power source indicated on the
marking label. If you are not sure of the type of power supply, consult your dealer or local
Power Company.

& Unplug this product from the wall outlet before cleaning. Do not use liquid cleaners or
aerosol cleaners. Use a damp cloth for cleaning.

a Do not use this product near water, for example, in a wet basement.

a To reduce the risk of electrical shock, d o not disassemble this product. Service should be
performed by trained personnel only. Opening or removing covers and/or circuit boards
may expose you to dangerous voltages or other risks. Incorrect re -assembly can cause
electric shock when the unit is sub sequently used.

& This product is equipped with a three -wire grounding type plug, a plug having a third
(grounding) pin. This plug is intended to fit only into a grounding type power outlet. This is
a safety feature. If you are unable to insert the plug into the outlet, contact your
electrician to replace your obsolete outlet. Do not defeat the safety purpose of the
grounding type plug. Do not use a 3-to-2-prong adapter at the receptacle. Use of this type
adapter may result in risk of electrical shock and/or damage to thi s product.

a Do not allow anything to rest on the power cord. Do not locate this product where the cord
will be abused by persons walking on it.

a Do not overload wall outlets and extension cords as this can result in the risk of fire or
electric shock.




& Unplug this product from the wall outlet and refer servicing to qualified service personnel
under the following conditions:

a) When the powers supply cord or plug is damaged or frayed.

b) If iquid has been spilled into the product.

c) If the product has be en exposed to rain or water.

d) If the product does not operate normally by following the operating instructions. Adjust
only those controls that are covered by the operating instructions because improper
adjustment of other controls may result in damage and will often require extensive
work by qualified technician to restore the product to normal operation.

e) If the product has been dropped or the cabinet has been damaged.

f) If the product exhibits a distinct change in performance.

SAVE THESE INSTRUCTIONS

Class A Statement

Note: This equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against h armful interference when the equipment is operated in a
commercial environment. This equipment generates, uses, and can radiate radio
frequency energy and, if not installed and used in accordance with the instructions, may
cause harmful interference to rad io communications.

Operation of this equipment in a residential area is likely to cause harmful interference in
which case the user will be required to correct the interference at his own expense.




1 FAQ

Here are answers to some of your most frequently asked questions:

Ql.what 6s aRvé Transfdrmer?

A1l. The Datatek Applications IPv4-IPv6 Transformer changes a legacy IPv4-only
device into a dual-stack IPv4/IPv6 host.

QZ.Whatés a | edyadewce? Pv 4

A?Z. It could be aPC,a server, a printer, a network appliance - it s@nything with a
LAN port that dteeaevin@ret Rroiata Vessione rodiPv6.
Virtually every device witha LAN port understands Internet Protocol Version4, or
IPv4. Since the inception of the Internet, IPv4 has become so ubiquitous that no one
bothered to mention the version number and simply referred to itas IP, or TCP/IP.
One day IPv6 will completely replace IPv4. (Some people think that the sun will burn
out before this happens.) In the mean time, IPv6 and IPv4 will coexistand new
devices will support both protocols. Legacydevices that only support IPv4 will be at
disadvantage.

Q3. How do | connect to your Transformer?

A3.1t 6s dhe mansfarmer has two LAN ports, a host-side portand a

network-side port. First, disconnectyour legacy device from the network and plug it

I nto the Tr a-sidepatrNed¢ hookthemMoahsf or me-sidepotnet wor k
up to your network. Finally, configure the Transformer using a web-browser and

y 0 udone d

Q4. Do | have to install your software on my legacy device?

A4.No, therebds no software to install on the




Q5. Will I need to make any changes to my legacy device?

A5.Typi cally, you will need taddresshsabmeie t he | eg
mask, default router and DNS server. This is because the Transformer uses the

| egacy devicebds or i gi nasidegof® andthededatyrdevees on i t
will use a private addr eddeofthdhTaanstosneronl y vi si
However, if the legacy device is set up to get these parameters from a DHCP server,

the Transformer will automatically reconfigure the legacy device.

S
bl

Q6. How hard is it to configure the Transformer?

AB. The Transformer is shipped with a default configuration that provides basic
capabilities for a typical device. If this default configuration works for you, no

changes are required. For more complexfeatures and special network configuration,

the Transformer provides a secure, web-based graphicalus er i nter face (GUI)
accessible from either the host or network side ports, using either IPv4 or IPV6. In

addition, a serial console interface enables initial configuration when the LAN ports

are unavailable.

Q7. Why shoul dnét I j uftsvare anpnoyrlegdcg devidedo s o
support IPv6?

A7. you can, you should. However, this may be more difficult than itappears.
The software running on a legacy device typically consists of an operating system
and several network applications. Boththe operating system and the network
applications willneed to be upgraded to supportIPv6. Forolder systems, upgrades
for every component may not be available. Evenwhen upgrades are available, the
cost of the new software and additional costs to re-test and re-certify it may be
prohibitive. Inthese cases, the Transformer is a cost-effective solution.

Q8. How many legacy devices can a Transformer support?

AB.Just one an dTheheenanyg @pproaschksyta IPv4-IPv6 translation, but

most create more problems than they solve. This is particularly true of translators

that operate inthe center of network that try to serve many hosts. In fact, they are so

problematic thatthe IETF has published an RFC devoted entirely to enumerating

their faults and discour agi ng t hei r u4Pg6.Transormeravoidsk 6 s | Pv 4
these pitfalls by operating at the edge of the network and devoting itself to a single

legacydevice.




Q9. If 1 use a Transformer, can my legacy device still use IPv4 to

communicate with other legacy devices on t he net wor khavd hat don
Transformers?

A9. Yes, of course. The Transformer adds IPv6 capability to a legacy device that
only supportsiPv4. tdoesndét remove the | egacy deviceods

QlO. Can | put a Transformer between two routers?

Al10.No, t ht auppred. n o

Qll. My legacy device gets its IP address from a DHCP server. Will this still
work with a Transformer?

A11L. vYes, the Transformer can act as a DHCP server to the legacy device.

Q12. My legacy device connects to hosts by using domain names, not IP
addresses. Can it still do this?

A12. The Transformer has a DNS ALG (Application Layer Gateway) that will
forward your |l egacy devi ce @abBNSeperner i es f or an

Q13. Does the Transformer provide any security?

Al3. Yes, IPsecv2and IPsecv3 are both supported, along with a choice of several
cryptographic algorithms. The Transformer acts as an IPsec proxy for your legacy
device. The secured path will be between the Transformer and a remote host that
also supports IPsec. The path between your legacy device and Transformer is not
secured, but since they are supposed to be co-located and tightly coupled, this
should not be a problem.

Q14. Has the Transformer been certified by an independent 3rd party?

A14. The Transformer has been certified for IPv6 and IPsec by the Joint

Interoperability Test Command (JITC), which is the official DoD test agency. The
Transformer has passed the IPv6 Ready Phase-2 Core, USGV6 Basic, SLAAC and
Address Arch. Conformance tests as performed by the University of New Hampshire
(UNH) test lab.




Q15.The status bar at the Dbottom of my web b
[ address] o.

A15.Some web browsers such as Mozilla Firefox

[address] o0 in the ishateasdbaffr mDonde odfottedrom he
This can be ignored.

Q16. Ilogged into the GUl and when | opened another connection, | was not
re-prompted to log in.

A16. The login and password dialogboxforthe Tr ansf or mer 6 s web br ows

may not appear for subsequent connections from a terminal that already has web
browser connectionstothe Tr ansf or mer 6 s GUI .

Ql?.Why doesndét the Transformer 6s?webGUI hav

AL17. The Transformer uses HTTP authentication. For every page you request
from the Transformer, your browser sends the username and password from its
cache. There is no reliable way to force the browser to "forget" the username and
password, and session management to work around that would introduce potential
security vulnerabilities, so the Transformer does not provide a log out functionality. To
safely log out, close your browser.

Your web browser may have away to clear cached HTTP credentials. Check your
browser's documentation for further information.




2 Overview

Throughout this document, the following definitions and conventions will be used:

Host-side refers to the attachment point for the IPv4 legacydevice. This is the

physical connectionlabeled IPv4 on the Transformerd s f r o Metwork-sade e |

refers to the IPv6 or IPv4/IPv6 dual network which is connected to a hub or router.

This is the physical connection labeled IPv6 onthe Transformer6 s f r o.nt panel

How the Transformer Works

The Transformer has two interfaces, the host-side and network-side interfaces'. The
legacy IPv4 device is connected to the Transformer on the host-side IPv4 interface
while the IPv6 network is connected on the network-side IPVv6 interface. The
Transformer receives IPv4 packets from the legacy IPv4 device through the IPv4
interface and translates them into IPv6 packets to send out the network-side
interface. It receives IPv6 packets from the network-side interface and translates
them into IPv4 packets and sends them out the host-side interface. The Transformer
uses a mapping table that contains bindings between an IPv4 address and an IPv6
address. The binding betweenthe legacy IPv4 address and its proxy IPv6 address is
automatic. Other bindings are either configured manually using the Static address
map form or created dynamically by the Transformer when it selects an available
IPv4 address from the IPv4 address pool that was configured on the Address pool
form.

The Transformer has IPv4 and IPv6 addresses assigned to representitself to the
world for management purposes, butthe Transformer also establishes public IPv4
and IPv6 addresses to representthe host's private IPv4 address. Whenthe IPv4 host
tries to talk to an IPv4 address onthe network side, the Transformer maps their
private IPv4 address to the public IPv4 address onthe Transformer, which is then
routed to the network IPv4 address and a sessionis established. When the IPv4 host
tries to talk to an IPv6 address, their private IPv4 address is mapped to the public
IPv6 address onthe Transformer and protocol translation from IPv4 to IPV6 is
performed. This message is then routed to the network IPv6 address. If the IPv4 host
tries to connect via name, the DNS returns an AAAA record ifthere is an associated
IPv6 address for that name and then the Transformer will set up the IPv4 to IPv6
session. If the DNS returns only an A record, an IPv4-IPv4 sessionis setup.
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Figure 1 Overview IP Addresses

In our example network, Figure 1 Overview IP Addresseshows the actual IPv4 and
IPv6 addresses of each network device.

Afterthe Transformer has been configured, boththe IPv4 and IPv6 devices will have
a different perspective, as shownin Figure 2. IPv4 Perspectiveand Figure 3. IPv6
Perspective

From an IPv4 perspective, all IPv6 addresses appear to have IPv4 addresses. From
an IPv6 perspective, all IPv4 address willnow appear to be on the IPv6 network
using IPv6 address.
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Key Features

Autoconfiguration

The Transformer supports the Stateless Address Autoconfiguration (SLAAC)
protocol described in RFC2462 and an extension to SLAAC for supporting temporary
addresses as described in RFC3041 in configuring the network-side IPv6 address
interface.

The Stateless Address Autoconfiguration (SLAAC) process employs the Neighbor

Discovery Protocol (NDP) whichincludes Router Solicitations/Advertisements and

Neighbor Solicitation/Advertisements. The NDP messages are used to verify that the

link local address is unique on the link. The Router messages are used to discover

the network prefix of the Transformeroés | Pv6
interface identifier of the link local address to create a global IPv6 interface address.

This address is then configuredasthe Tr a ns f dPvaiNetwdiks nt er f aceds | Pv ¢
address. A proxy IPv6 address is also autoconfigured for the IPv4 legacy device by

usingthehost-s i de i nt er f assasthsintdféc€idemtdied for the proxy

IPv6 address. The proxy IPv6 address is then bound to the IPv4 address of the

legacydevice.

When temporary addresses are enabled on the Transformer, the interface identifier is
a randomized value that is regenerated periodically and combined with the network
prefixthat was advertised inthe router advertisements to create a temporary address
that is difficult to eavesdrop due to its changing nature.

DNS Server

The Transformer uses a DNS Application Layer Gateway (ALG) when itis configured
to actas a proxy DNS Server for the IPv4 legacydevice. As a proxy, the
Transformer processes DNS lookups and reverse lookups sent from the legacy
device. A DNS lookup requests the IP address for a given domainname. A DNS
reverse lookup requests the domain name for a given IP address. Henceforth, an A-
record query will refer to a DNS lookup of an IPv4 address for a given domain name
and an AAAA-record query will refer to a lookup for an IPv6 address for a given
domainname.

DNS Lookup or AJ/AAAA-record Query

The Transformer receives A-record queries from the IPv4 legacy device and
translates them into AAAA-record queries before forwarding them to the DNS Server.
The DNS Server either responds with an IPv6 address or not. If an IPv6 addressis
received inresponse, the IPv6 address is mapped to an available IPv4 address from
the IPv4 Address pool. The AAAA-record response is thentranslated into an A-
record response containing the IPv4 address and forwarded to the legacydevice. To
the IPv4 legacy device, the IPv4 address looks as ifit came from the DNS Server
directly.




If the DNS Server does not respond to the AAAA-record query, the Transformer tries
to getan IPv4 address for the domain name by sending the DNS Server an A-record
query. The A-record response is then forwarded to the IPv4 legacy device without
translation.

Reverse DNS Lookup or PTR-record Query

The DNS ALG also supports reverse lookups. Henceforth, Pointer (PTR) record will
refer to reverse lookups that ask for the host and domain name of a givenIP
address. If the Transformer receives a PTR-record query for a given IPv4 address, it
checks ifitis mappedto an IPv6 address. A mapping may existifan IPv6 host on
the network initiated a sessionwith the IPv4 legacy host and the packet received
from the network contained the IPv6 address of the remote IPv6 host as the source
address. This IPv6 source address would have been translated to an available IPv4
address from the Address pool before the packet could be forwarded to the legacy
device. The legacy device could then send a PTR-record query for the IPv4 address
from the address pool. In this case the Transformer must translate the IPv4 PTR-
record query into an IPv6 PTR-record query for the domain name of the IPv6
address to which the IPv4 address is mapped. The IPv6 PTR-record query is sent to
the DNS Server. The IPv6 PTR-record response from the DNS Server contains a
domain name that is then translated into an IPv4 response containing the same
domain name unchanged.

It is also possible for the Transformer to receive a PTR-record query for an IPv4
address thatis not bound to an IPv6 address. In the case of Passthrough, which is
used for communication betweentwo IPv4 hosts there is no IPv4/IPv6 binding. The
Transformer forwards a PTR-record query from the legacy device for an unbound
IPv4 address directly to the DNS Server. The response is forwarded directly to the
legacy device.

Configuration

The DNS Server address is either manually configured on the General Setup form or
may be served from a DHCPV6 Server as specified onthe DHCPVG6 client form.

DHCPV6 Client

The Transformer can be configured on the DHCPV6 client screento act as a
DHCPV6 clientto receive anIPv6 address for itself along with other host
configuration parameters froma DHCPV6 server.

DHCPv4 Server

The Transformer can be configured on the DHCPV4 server screento actas a
DHCPv4 server to the IPv4 legacy device to provide the IPv4 legacy device with an
IP address and other host configurations. The IPv4 address thatis served to the
IPv4 legacy device is the IPv4 address thatwas configured onthe Interface Setup
screen. This DHCPV6 feature satisfies those IPv4 devices that do not store their own
IPv4 addresses but require a DHCPV6 Server to give one to them.




Pass-through

The legacy IPv4 device cantalk to other IPv4 devices across the network. In pass-
through, the Transformer does not translate IPv4 packets. In the directionfrom the
IPv4 legacy device towards the network, the legacy device only needs to ensure its
routing table contains an entry for the subnet or host address of the IPv4 destination
host and that the gateway or next hop for that subnet or host address is the

Tr ansf or nsaeidesfacdanldress as configured onthe Interface Setup

s ¢ r e e nGide Thams®MmMer IPv4 address. IPv4 hosts on the network can talk
to the legacy host by addressing the legacy host with the Device IPv4 Address that
was configured inthe network-side section of the Interface Setup screen.

This feature may be useful for situations where not all the IPv4 devices ona link can
be moved behind Transformers at one time. The devices then must be separated by
placing some of the IPv4 devices on the network-side ofthe Transformer and a
single IPv4 device behind the Transformer on the host-side. Passthroughis then
used to enable communication between the IPv4 device on the host-side and all the
other IPv4 devices onthe network-side.

Internet Protocol Security (IPsec)

The Transformer can be configured to provide IPsec protection on behalf of an IPv4
legacydevice. The secured pathlies betweenthe Transformer and the remote host.
Specifically, IPsec is terminated at the IPv6 endpoints; the IPv6 address that
represents the IPv4 legacy device and the IPv6 address of the remote host. Since
the path between the legacy host and the Transformer is not secured, they should be
co-located ina secured area.

To enable IPsec, the administrator must configure the Security Policy (SP) and may
manually configure a Security Association (SA). The SP specifies the packets that
should be protected by describing the characteristics onwhich to match a user
packet; e.g. the IP address and port number, and the upper layer protocol. The SA
specifies how they should be protected; e.g. the algorithms and keys to use.




3 Physical Setup

Transformer Physical Description

The Transfor mer 6 s fghawnlbelowimFguresdland5.vi ews ar e

LNKACT LNKACT LNKACT LNKACT

[ICICICT s

AUX2 AUX1 1Pv4 1Pv6 CONSOLE

RESET

Feature Description
1 LEDs Green power LED. Red alarm LED
2 Reset Button Button used to reboot the unit
3 Serial Console 9 pinserial console interface
4 IPv6 Port LAN port supports 10-BASE-T or 100-BASE-T
S IPv4 Port LAN port supports 10-BASE-T or 100-BASE-T
6 N/A Reserved for Future Use

Figure 4. Transformer Front View

100-1207200-240V -~
2.0/1.0A, 60/50Hz

Feature Description
1 Power Switch Powers the Transformer off / on
2 Power AC power receptacle

Figure 5. Transformer Rear View




Transformer Setup

The Transformer must be setup and minimally configured in order to use a web

browser to completely configure the Transformer. To setup the Transformer:

Unpack the Transformer and its power cable.

Connectthe Transformerd Bv4 portto the IPv4 device with standard Ethernet
cables,forexample,Cat5. | f t here i s no hub be4poeen the Tr
and the IPv4 device, use a cross-over cable to directly connect the Transformer 6 s

IPv4 portto the IPv4 device.

Connectthe Transformerd Bv6 Network portto the IPv6 network with standard
Ethernet cables, forexample,Cat5. | f t here i s no hub between ¢t}
IPv6 portand the router, use a cross-over cabletodirecttyc onnect t he Transf ol
IPv6 Network port to the IPv6 network.

Connectthe console portto an ASCIlterminal, PC com port (with terminal emulator)

or via a console access device. Terminal settings are 9600 baud, 8 bit, no parity, one

(1) stop bit (8N1). The console cable used should be a cross-over (db9 pin, null-

modem) cable. See Appendix A for the crossover connector pinout diagram.

: ) The console port is used for initial confi
i possible to do the initial configuration using the IPv4 port, provided that the
factory default IP address assigned to the portworks for you.

SHHHHH

Power up the Transformer, and monitor booting from the console. You may safely
ignore traces during the boot process.

The following is what the user will typically see during the boot process:

/kernel text=0x4c70d8 data=0x50714+0x5b4Ac--------------—-—----—-
Loading mfsroot...6000000 0107 0280 00 00 00 00000000 00000000
Booting...B 0020 02000000 0107 0290 00 3F 00 0000E101 A0000000 10

Trying to mount root from ufs:/dev/imdOa

Found configuration on adO.

Initializing timezone... done

Initializing PC cards... failed (probably no PC card controller present)
Configuring firewall... done

Configuring LAN interface... done

Configuring WAN interface... done

Starting syslog sservice... isl: link state changed to DOWN
done

Starting webGUI... done

Starting DNS forwarder... done

Starting DHCP service... done

Starting NTP client... done




Initializing SSH...started sshd
Setting proxy link-local address ...done

Configuring address pool...done
Configuring IPsec ... done

*** Datatek IPv4-IPv6 Transformer Version 4.0.0
Disk 093010.2 made by v6adm
Build 093010.1 made by v6adm
Copyright (C) 2010 Datatek Applications Inc. All rights reserved.
Code imported from mOnOwall:
Copyright (C) 20022005 by Manuel Kasper. All rights reserved.
Initial GUI IP address: 172.31.0.1
Port configuration:

LAN -> sisl
WAN -> sisO

FreeBSD/i386 (skf.local) (console)

If the console messages do notlook like the messages above, but instead look like
the following, then make sure the Compact Flashis plugged inall the way.

0:19:0 OE11 AOF8 0C031008 0117 0280 08 38 00 AOOO3000 00000000 11
1 Seconds to automatic boot.Press Ctr-P for entering Monitor.

NSC DP83815/DP83816 Fast Ethemet UNDI, v1.03

Copyright (C) 2002, 2003 National Semiconductor Corporation

All rights reserved.

Pre-boot eXecution Environment PXE-2.0 (build 082)

Copyright (C) 1997-2000 Intel Corporation

CLIENT MAC ADDR:0000 24 C4 F9 4C
PXE-E53: No boot flename received

PXE-MOF: Exiting MacPhyter PXE ROM.

No Boot device available, enter monitor.

comBIOS Monitor. Press ? for help.

>R




After booting, you will be greeted with the login prompt, as shown below. You can
enter any character at this time, which will bring you to the Console Main Menu, as
shown below. However if the Console Main Menu does not appear onthe console
within about 3 minutes of booting, contact support. More informationon the Console
Main Menu configuration selections is discussed inthe next section.

login: test

Datatek Transformer Console
kkkkkkkkkkkkkkkkkkkkkk

1) Setup IPv4 and IPv6 interfaces
2) ResetwebGUI password

3) Resetto factory defaults

4) Reboot system

5) Ping host

Enter a number:

When the Transformer is shipped from the factory, the host-side IPv4 address is set
to 172.31.0.1. The network-side portis not assigned anIPv4 address. However,
network-side port has an IPv6 link-local address and it will participate in IPv6
Stateless Address Autoconfiguration.




4 Software Registration

The Transformer must be registered before IPv4-IPv6 transforming will work. Without
registration, configuration can still be setup, except for pool and bindings. IPv6 and

IPv4 access to the web server will still work.

The Transformer will ship from Datatek with a valid registration key. When upgrading
the Transformer to a major new release, a new registration key will need to be
obtained from Datatek. Minor release updates will not require a new key.

If registration has not beendone, most of the web pages will show an added

information block near the top. The info block contains a link to the registration page.
process.

and

The registration page is where the user carries out the registratio n
regi steredo information bl ock
both have links to the registration page.

The registration page has three main fields:

1. Product ID

2. Software version

3. Authorization code to be entered by the user.

The product ID and software version should be provided to Datatek, and the
authorization code obtained from Datatek should be entered into the Authorization

code field.

The user must reboot upon successfully entering the Authorization code. The
Arebootod indicator i s displayed

is removed.

on

t he si

mo st

Y Setting the unit back to the factory defaults will remove the authorization code

waming and a newone will need to be obtained from Datatek

To obtainan Authorization Code you may contact Datatek at:

Datatek Applications, Inc

379 Campus Drive

Suite 100

Somerset, NJ 08873

Phone 7326671080

Fax 7326671091
www.datatekcorp.com
ipv6support@datatekcorp.com

we b


http://www.datatekcorp.com/
mailto:ipv6support@datatekcorp.com

Figure 60 Registration Screerdisplays the Transformer Product ID and Software
Versionand a field where the user must enter the Registration Code

& transformerlocal - System: Transformer Registration - Windows Internet Explore L.L

€ () 2| &) hiep://192168.11.26/register.php ~[ 43| % [ #8 Googte o~
x Go 8|E hd 5’ Search ~ - More> _ Signln 9 -

i}' Favorites |§transformer.[ocal-9ystem: Transformer Registrat... |_| & e > =3 @ v Page~ Safety~ Tools~ @'

= |

)
Dataick

APPLICATIONS. |NMC webGUI conﬁguration transformer local

svs;::,"e,a, i System: Transformer Registration

Set Date/Time

Transformer Product ID &
Interface setup e o SBLPK.IBND4.W3AZV. QG231 . 400
Registration Send this product ID and software version to Datatek Applications

Address pool L
Static adsfoess map Registration Code USBAB.MQEH7. TQZ3P.YTELG
DHCPv6 client Enter registration code received from Datatek Applications

DHCPv4 server
Static routes
SNMP Server
FTP Gateway
Manual IPsec
Firmware
Status
System
Interfaces
Traffic graph
}+ Diagnostics

-2011 Datatek Applications Inc. All rights reserved. [view licenze]
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Figure 6. Registration Sceen




Figure 78 Unregistered Transformer Screeappears if the user has entered an invalid
Registration Code.

£ | http://192.168.11.26/register.php

- Gor gle|

v|i’5earch'-
_| ﬁ - * [ @ ~ Page~ Safety~ Tools~ @lv

‘More> _ Signln 9 -

ko d

¢ Favorites | (€ transformer.local - System: Transformer Re... |

Dataick

APPLICATIONS, INC

webGUI Configuration

transformer.local

Ceneral selup System: Transformer Registration

Set Date/Time
Interface setup
Registration
Address pool
Static address map
DHCPvE client
DHCPw4 server

{www.datatekcorp. com/fipvé-contact). Supply the product ID and software version below to receive a

This transformer needs to be registered. Please contact Datatek Applications IPvé technical support
registration code. Then enter the registration code in the space provided and dick the 'Sawve' button.

Transformer Product ID &

b SELPK.IBND4.W3AZV.QG23I 4.0.2
software version

Send this product ID and software wersion to Datatek Applications

Static routes
SHNMP Server
FTP Gateway
Manual IPsec
Firmware
Status
System
Interfaces
Traffic graph
» Diagnostics

Registration Code
Enter registration code received from Datatek Applications

105-2011 Datatek Applications Inc. All rights reserved. [view license]
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Figure 7. Unregistered TransformerScreen




5 Console Interface

The console portlets you access the console interface to the Transformer. You only
need to use the console interfacewh en y o u c a wéGUI threuglcelthert h e
the host or network side LAN ports. Typically, you will use the console interface

when you firstinstall a Transformer to assign IP addresses to the host and/or

network side ports. You may also need to use the console interface if you make a
serious mistake when configuring the Transformer with the webGU, like changing

the password to something you immediately forget.

To use the console interface, connect the console port to an ASCIlterminal, a PC
com port (with terminal emulator) or via a console access device. Terminal settings
are 9600 baud, no parity, one (1) stop bit. The console cable used should be a
cross-over (9 pin, null-modem) cable. See Appendix B for the crossover connector
pinout diagram.

While booting, the Transformer prints a large amounts of information on the console
that is mainly of interest to the software developers. However, the console interface
is active during this period and itis possible to pause or modify the boot process by
entering commands. These commands are for development and testing use only
and are not documented in this manual.

After booting, you will be greeted with a login prompt. In the example below, we use
the login id admin, but you can use anything you want in this version of the
Transformer software. Once you enter a login id, the Transformer prints the Console
Main Menu, and prompts you to enter a number corresponding to a menu item. The
following sections describe each of the menu items.

login: admin

Datatek Transformer Console

1) Set up IPv4 and IPV6 interfaces
2) Reset webGUI password

3) Reset to factory defaults

4) Reboot  system

5) Ping host

Enter a number: 1




Set up IPv4 and IPv6 interfaces

This selection lets you setthe IP addresses and subnet masks/prefix lengths for the
host and network side interfaces. This will allow you access the webGUI. You must
supply an IPv4 address and subnet mask for the host-side interface. You may also
supply an IPv4 address/subnet mask and an IPv6 address/prefix length for the
network-side interface. Note that these network-side addresses are for the
management interface on the Transformer, not the proxy addresses for the legacy
IPv4 device. You will need to use the webGUI to enter the proxy addresses.

We recommend using an IP address from the RFC1918 private address space for
thehostsi de i nt er f avdsidle totha netwoek sidetofdhe Transformer.
There are three private ranges:

Start End

10.0.0.0 10.255.255.255
172.16.0.0 172.31.255.255
192.168.0.0 192.168.255.255

To configur e t imterfacérgato thed Gomsoteenmaid sienu and select
item 1- Set up IPv4 and IPv6 interfaces. In the example below, we set the host-side
interface address to 192.168.1.1 and accept the default subnet mask length of 24.
Note that each prompt shows the current or default value in parentheses. To accept
the default value, simply press ENTER. Similarly, we set the network-side IPv6 and
IPv4 addresses to 2007::50 and 135.47.8.16 respectively.

IPv4 address for host - side interface (172.31.0.1): 192.168.1.1

IPv4 subnet mask length for host - side interface (24):

IPv6 address for network - side interface, or "none" (none): 2007::50
IPv6 prefix length for 2007: :50 (64):

IPv4 address for network - side interface, or "none" (none): 135.47.8.16
IPv4 subnet mask length for IPv6 LAN interface (16): 24

Please wait...

You can now access the webGUI by opening any of the following URLS
in your browser:

http://192.168. 1.1/
http://[2007 ::50] /
http://135.47.8.16/

*kk NOTE *kk
You must reboot before these changes take effect.

Press ENTER to continue.




You arendt required t o sfarthgnétyorkaide intefPaved
a

If you doné4

still be able to access the webGUI using IPv6. This is because the network-side
interface is automatically assigned an IPv6 link-local address.

Once you make changes to the host or network-side IP addresses, you must reboot
the Transformer before the changes will take effect. To do this, from the Console
Main Menu, selectitem 4, Reboot system.

Reset webGUI password

This selection resets the webGUI password to the default. To do this, from the
Console Main Menu, selectitem 2 i Reset webGUI. The defaults are as follows:

Username: admin

Password: mono

Reset to factory defaults
This selectionresets all configured values to the factory defaults, including those that
you have setup using the webGUI. Use itwhen you want to make a fresh start, like

when youbre moving a Transf or meToddthisom one

from the Console Main Menu, selectitem 3 T Reset to factory defaults

u
ddpegsanybBvwondt be able
thenetwork-si de i nterface using | Pv4. I f you

Y Setting the unit back to the factory defaults will remove the registration  key
waming @nd a newone will need to be obtained from Datatek

Reboot system

This selectionreboots the Transformer. To do this, go to the Console Main Menu,
selectitem 4 i Reboot system.

Ping host

Enter either a hostname or IP address of target machine. The IP address canbe
either an IPv4 or IPv6 address.

| Pv 6
ac
donod

e



6 Web Graphical User Interface (webGUI) System

The Transformer provides a web server to support configuration and management
through any standard web browser such as MS Internet Explorer, Mozilla Firefox, etc.
The webGUI can be accessed from either the IPv4/Host or the IPv6/Network
interfaces.

1. Starta web browser.

2. In the http box, eter thelPv4 or IPv6 address that was configured on the
T r a n s f HostanMdetwOrkinterface as the address to which the web browser

must connect.

o —

_] IPv6 addresses mustbe enclosed in brackets, e.g. http://[2002::2].

-

SHHHH

Note

<2} skf. datatekcorp.com - webGUI - Microsoft Internet Explorer provided by Datatek Applications Inc.
File Edit View Favorites Tools  Help r

QBack M =7 ) \ﬂ @ _;\J /.._\JSearch ‘:'/'1'\'/ Favorites 6} = \-\/"- ﬂ - _J ﬁ “:fi
Address |@ thp172.31.12.35) v| G Lirks ** @ -
3. The defaulisername s 0 amtbithe deféulpasswordso0 mo nThedxdefault

login and password should be changed after logging in the figst&@iGeneral
Setup page to configure new login and password.

Authorization Dialog

—
Q:'_ Youneedto supply a username
\ ; and a password to access this
3:,[\1-' site.

Site: L at2002::2

Username: [admin

Password: |********w

[ ] Keep password

[ [8]4 ][ Cancel ]

Passwords must conform to the following rules:
a. Passwordsnust have at leadi0 case sensitive characters.

b. Passwordsnust have a mpof uppercase letters, lowercase letters,
numbers and special characters suchdhdast twacharacters froneach

of the afore mentioned four types of characterare present.




For example: x$T1MBN2lis a valid password.
Mv4*mabc3Z isinvalid because it only has one special character.
Mv4**abc3Z is valid.

c. New passwords must not be reused from any of the previous ten
passwords

Y Automatic expiration of passwords is not supported at this time.

Warning

4. Afterloggingin, th@rard o r nSgsted Bformation screen below will appear.
PR
~ [ 42| x [J 8 Google ] o -
A |£’ Search =

7.7 Favorites |§transformer.|ocal—webGUI |_| M- v [ e v Pagev Safetyv Tools~ (@~

F
@ transformer.local - webGUI - Windows Internet Explorer

Ol 1 reo/n723112113/ndecphp

o

x Go g'E‘ “More»  _ Signln 9 -

ko

Il -

)
Dataick

APPLICATIONS, INMC WEhGUI conﬁguration transformer.local

General setup

System information

Set Date/Time

Interface setup Hame transformer.local

Registration Version Datatek IPv4-IPv6 Transformer Version 4.0.0
Address pool Disk 090111.3 made by tsun

Static address map Build 080511.2 made by tsun
DHCPv6 client Platform DTX4260 VERSION 3

DHC_P\H server Uptime .
Static routes
SHMP Server Last config change Thu Sep 1 16:22:33 UTC 2011
FTP Gateway CPU usage view graph
Manual IPsec

Memory usage (1 14%

Firmware
Status

System
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Traffic graph
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Figure 8. System nformation Screen




General Setup

The General setup form displays configurable information that applies to the entire
Transformer as a whole, rather than to a specific interface, address or feature.

AFPLICATIONS, INC wehGUI conﬁguration transformer.local

General setup System: General setup

Set Date/Time
Interface setup
Registration host name of the transformer, without domain part
Address pool &.g. fransd
Static address map
DHCPv6 client
DHCPv4 server £.9. Mg, com
Static routes
SNMF Server
FTP Gateway
Manual IPsec
Firmware admin

Status If you want to change the username for accessing the webGUI, enter it here.
System
Interfaces
'!'raffic gr_aph (confirmation)

» Diagnostics If you want to change the password for accessing the webGUI, enter it here twice,

Hostname transformer

local

ERELlTTEE @ HTTP @ HTTPS

webGUI port

Enter & custom port number for the webGUI above if you want to override the default (80
for HTTP, 443 for HTTPS).

Time zone Etc/UTE
Select the location dosest to you

Time update interval 300
Minutes between network time sync.; 300 recommended, or 0 to disable

pool.nip.org

Use a space to separate multiple hosts (only one required). Remember to set up at least
one DNS server if you enter a host name here!

011 Datatek Applications Inc. All rights reserved. [view license]

0 Internet | Protected Mode: Off

Figure 9. General setup Sreen




Hostname

This is the name of the Transformer.

Domain
This is the domain of the Transformer.

DNS servers

This is the IP address of the DNS Server, both a primary and secondary are allowed.
When the Transformer receives a DNS lookup request for a hostname from the IPv4
legacy device the requestis turned into a request for an IPv6 address and is sent to
the DNS Server. The IPv6 address received fromthe DNS Server is then mapped to
a dynamic IPv4 address. The dynamically bound IPv4 address is returned to the
IPv4 legacy device as the response to its original lookup request.

Username

This is the login name of the administrator. Itisthe same as the Username in the
popup authorization dialog that appears when one first connects to the webGUI.

Password

Type in a new password to change the current password. Itisthe same one that is
used in the authorization dialog that appears when one first connects to the webGUI.
Passwords must conform to the following rules:

Passwords must have at least 10 case-sensitive characters.

Passwords must have a mix of uppercase letters, lowercase letters, numbers and
special characters suchthat at leasttwo characters from each of the afore-mentioned
four types of characters are present.

Forexample: xX$T1ITBn2! is a valid password.

Mv4*mabc3Zis invalid because it only has one special character.

Mv4**abc3Zis valid.

New passwords must not be reused from any of the previous ten passwords.

Y Automatic expiration of passwords is not supported at this time.

Warning




SAVE

A domain must be entered before the information on this screen can be saved.
Selectthe SAVE button before proceeding to the remaining configuration screens,
otherwise the informationwill be lost. Furthermore, configuration on the General
setup screendetermines the availability of some options on the other screens.

£ A rebootis required for any configuration changes made on the other screens
note 10 take effect. The GUI will display instances when a rebootis required.

TP

webGUI protocol

SelectHTTP or HTTPS as the GUI protocol. HTTPS uses HTTP over SSL (Secure
Socket Layer) for security.

webGUI port

Enter a custom HTTP port number to use or leave blank to use the default port of 80
for HTTP and 443 for HTTPS.

Time zone
Selectthe time zone the Transformerisin.

Time update interval

Enter how often the Transformer should use NTP (Network Time Protocol) to
synchronize its clock with the rest of the network.

NTP time server

Enter the domain name ofthe NTP (Network Time Protocol) time server.




Set Date/Time

The Set Date/Time form allows the user to configure the date and time on the
Transformer.

Enter the current year, month, day, hour and minute in the format displayed in
Figure 10 Set Date/Time Sreenand select Update to apply the changes.

& transformer.local - System: Set Date : Tue Aug 9 13:48:06 UTC 2011 - Windows Internet Explorel L £5 I

>3

| '{EFE\-’WitES |@transformer.local—System:SetDate:TueAqu‘l... |_| ﬁ 7 > I @ ~ Page~ GSafety~ Tools~ @'

transformer.local

General setup : Set Date : Tue Aug 9 13:48:06 UTC 2011
Set Date/Time d

Interface setup 2011 08 09 13 43
Registration year month day hour min
Address pool
Static address map
DHCPVG client Update
DHCPv4 server
Static routes
SHNMP Server
FTP Gateway
Manual IPsec
Firmware

Status
System
Interfaces
Traffic graph

» Diagnostics

-2011 Datatek Applications Inc, All rights reserved. [view license]
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Interface Setup

The Interface setup form is used to configure the host-side and network-side
interfaces of the Transformer and the IPv4 address of the legacy device and the
proxy IPv6 address of the legacy device.

There are two interfaces onthe Transformer, a host-side interface and a network-
side interface.

Host-side

Device IPv4 address

This is the IPv4 address of the legacy device.

Transformer IPv4 address
This i s the | Pv4d addr edgdeinterfbcet he Tr ansf or mer O ¢

Network-side

Device IPv6 address

This is the IPv6 proxy address of the legacy device. This IPv6 proxy address is
bound to the IPv4 address ofthe legacydevice. In translating IPv4 packets from the
legacy device, the IPv4 device address is translated to the IPv6 proxy address.

Transformer IPv6 address

This is the IPv6 address of the Transformer. This is one of the addresses to which

the web browser may connect in order to talgk
other address the web browser may use is the Transformer IPv4 address

Device IPv4 address

This is an IPv4 address for the legacy device that appears onthe network-side
interface. Nodes on the network side that wishto talk to the legacy device must use
this address. This IPv6 proxy address is bound to the IPv4 address of the legacy
device. In translating IPv4 packets from the legacy device, the IPv4 device address
is translated to the IPv6 proxy address.




Transformer IPv4 address

This is the IPv4 address of the Transformer on the network-side interface. Thisis one

of the addresses to which the web browser may connect in order to talk to the
Transformerdéds web server. The ot helPv4daddress t
address onthe host side.

Figure 11 Example Network Setupis a diagram of all the interfaces and their IPv4
and IPv6 addresses that are of interest to the Transformer. The diagram uses the
sample addresses that were configured inthe Interface screen capture Figure 12
Interface Stup Screen

/ Example Network Setup \

Legacy IPv4 Device |Pv4-1Pv6 Transformer
DTX-4260

<4+—Host Sde——» <+—Network Side———»
Device IPv6 address 2005::2

Device IPv4 address 172.31.0.2 Transformer IPv6 address 2005::26

Transformer IPv4 address 172.31.0.1
Device IPv4 address 192.168.11.222
Transformer IPv4 address 192.168.11.26

\ /

Figure 11 Example Network Setup




Accept router advertisements

This is checked to enable stateless address autoconfiguration as specifiedin
RFC4862. If this is not checked, the Transformer must getits IPv6 address through
alternative means such as manual configuration through the Transformer IPv6
Address field or through stateful address configuration like DHCPV6.

Use temporary addresses

This is checked to make the IEEE interface identifiers and the random number which
are both used in generating the global IPv6 addresses from stateless address
autoconfigurationto change over time as specifiedinRFC3041. The interface
identifiers are made to change over time by generating random values that will cause
the IPv6 global address to also change over time, making it more difficult for
eavesdroppers and affording more privacy.

Prefer temporary addresses

This is checked to give preference to temporary addresses over public addressesin
source address selection when connections are initiated from the Transformer itself
or fromthe host-side legacy device.

Temporary address valid lifetime

Enter the valid lifetime of the temporary address inseconds or leave blank for the
default of 1 week.

Temporary address preferred lifetime

Enter the preferred lifetime of the temporary address in seconds or leave blank for
the default of 1 day
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Temporary address preferred
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38



Address pool

The Address pool form displays the starting and ending addresses of the range of
IPv4 addresses that are used to automatically map an IPv6 address inan IPv6
packet received from the network side to an IPv4 address so that the IPv6 packet
can be translated to IPv4 and forwarded to the IPv4 legacy host. The IPv4 Address
Pool Screenis displayed in Figure 13 IPv4 Address PooEcreen

€ transformer.local - System: IPv4 Address Pool - Windows Internet Exploref E.L I
@ & v 15216011 5yt gt o OH T

»»

i 77 Favorites |@transformer.local—System:IPMAddressPool | | Mo v [ g= v Page~ Safety~ Tools~ @~

s

)
Dataick

heyfrireiveiiati WwebGUI Configuration el

System System: IPv4 Address Pool

General setup

Set Date/Time W o

Interface setup

Registration | 172.31.0.1 172,31,255,254 65534 ® ®

Address pool @ =

Static address map
DHCPv6 client
DHCPv4 server
Static routes
SHNMP Server
FTP Gateway
Manual IPsec
Firmware

Status
System
Interfaces
Traffic graph
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© 2005-2011 Datatek Applications Inc. All rights reserved. [view license]

&) Internet | Protected Mode: Off fy v H100% - !

Figure 13 IPv4 Address Poolscreen

The following buttons are provided for editing the entries inthe address pool:
® Add a new range of IPv4 addresses to the pool.

® Edit an existing range.

® Delete an existing range.




Figure 14 Adding or Editing the Address PooBcreens displayed whena new
address range is added or an existing address range is edited.
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Figure 14 Adding or Editing the Address PoolScreen
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Static address map

Figure 15 Static IPv4/IPv6 Address MapScreendisplays the bindings between the
IPv4 and IPv6 addresses by which the legacy IPv4 host knows IPv6 hosts and their
IPv6 addresses.
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Figure 15 Static IPv4/IPv6 Address MapScreen

® Add a static binding between an IPv4 and IPv6 address to the table.
Edit an existing static binding.
® Delete an existing static binding.
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DHCPV6 client

The Transformer can be enabled to act as a DHCPV6 clientto some DHCPV6 server
on the IPv6 network side. The DHCPVG6 client Screenis displayed in Figure 16
DHCPV6 client Screen
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Figure 16 DHCPvV6 client Screen
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Enable DHCPvVG6 client on network-side interface

This checkboxis selected to enable the Transformer to actas a DHCPV6 client.

Only exchange informational parameters

This checkboxis selected to receive only the informational parameters that appear
below. That is, the DHCPV6 server is to serve IPv6 addresses as well as the
informational parameters described below to the Transformer.

Send paid-commit option

This checkboxis selected for the Transformer to send DHCPv6 messages with the
Rapid Commit option.

Request a list of Domain Name Servers

This checkboxis selected for the Transformer to request a listof DNS addresses
from the DHCPV6 server.

Request a DNS search path

This checkboxis selected to request a DNS search path by domain name from the
DHCPV6 server.

Request alist of NTP server addresses

This checkboxis selected to request a list of NTP server addresses from the
DHCPVG6 server.

Transformer DUID

Change the DHCP Unique Identifier (DUID) of the Transformerto a DUID by which
the DHCPVG6 server knows the Transformer. A default DUID is automatically created
at boottime and displayed inthis field.

Device DUID

Change the DHCP Unique Identifier (DUID) of the legacy IPv4 device to a DUID by
which the DHCPV6 server knows the legacydevice. A default DUID is automatically
created at boottime and displayed inthis field.
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DHCPv4 server

The Transformer can act as a DHCPv4 Server to the IPv4 legacy host to provide
host configuration parameters to the IPv4 legacy host.
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Static routes
SNMP Server Subnet 172.31.0.0
FTP Gateway Subnet mask 255.255.0.0
Manual IPsec
Firmware Available 172.31.0.2
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Default lease time seconds

This iz used for dients that do not ask for a spedfic expiration time.
The defaultis 7200 seconds,

:;:ﬁmum lease szmiE
This iz the maximum lease time for dients that ask for a spedfic expiration time,

The default is 86400 seconds,

Note:
The DNS servers entered in System: General setup {or the DNS forwarder, if enabled)
will be assigned to dients by the DHCP server.

The DHCF lease table can be viewed on the Diagnostics: DHCF leases page.

MAC address IP address Description
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Enable DHCP server on host-side interface

This checkboxis selected to enable the Transformer to actas a DHCPv4 server to
the legacy IPv4 device.

Deny unknown clients

This checkboxis selected only if clients with specific MAC and IPv4 addresses are to
be served by the Transformer.

Subnet

The subnet on which the legacy IPv4 host resides is displayed. Thisfield is taken
from the Interface Setup6 s s c r e -side ¢osfiguradion.t

Subnet mask

This is the subnet mask of the above subnet. This field is taken from the Interface
Setupb s s c r e-sidedosfiguraios.t

Available addresses

This is the IPv4 address that the Transformer serves to the legacy host. This field is
taken from the Interface Setupd s s c r e -sidedosfiguradion.t

WINS server
These are the IPv4 addresses ofthe WINS server(s) that the Transformer serves to

the legacy host.
Default lease time

This is the number of seconds for which the parameters served to the legacy host
remainvalid. The default is 7200 seconds.

_] The primary and secondary DNS addresses that are servedto the legacy host
~ ) arethe addresses thatwere configured on the General Setup form.

HHHH

&

Note
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Selectthe + to add a specific clientby MAC and IP address thatthe Transformeris to
server. All other clients are ignored. Thisis used in conjunction with the Deny
unknown clients option.

Static routes

The Static routes Screen shows how static routes can be added, edited or deleted.
Both IPv4 and IPv6 networks can be configured.
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SNMP Server

An enterprise MIB has been implemented onthe Transformer that allows viewing
translation-specific configuration and statistics. A MIB file used as input to a user's
SNMP-based Network Management System (NMS) is available to work with the
Transformer. The file has a bit of descriptive textin it, which can be viewed by a user
of an SNMP NMS that supports loading custom MIBs.

hcluded with the Transformer 6s SNMPRPedi mpl emen
DATATEK.TXT that allows reading out many different system parameters (IP

addresses, performance measures, etc.) and their descriptions. An NMS that

supports custom MIBs should be able to displaythe list of available parameters. That

MIB does not support changing or clearing any parameters.

This DATATEK.TXT file does not get put on the Transformer. Instead, itis loaded on
a customer's NMS to merge with all the other MIB descriptors itis expected to find on
systems with SNMP agents. The NMS can use informationin this file to direct
formatted display of data and some descriptive text. Without this file, an NMS can
only display raw data and does not display tables well.

Besides this MIB, there are other MIBs supported on the Transformer. Hundreds of
data items are supported. See e.g. mibll.

To generate a list, setup an NMS that supports loading additional MIBS. Tell it where
to find the DATATEK .txt file. Then have the NMS walk the system using a command-
line snmp utility to display everything. It has a list of standard MIBs (in /etc
somewhere) and supports adding extension MIBs inthe user's SHOME/.snmp/mibs
directory.

Some of the SNMP objects included in the Trar
addresses, number of IPv4 packets mapped from hostto network and vice versa,

number of IPv4 packets passed from hostto network and vice versa, number of

packets dropped from host, number of IPv4 packets translated to IPv6 and vice

versa, number of IPv6 packets translated to IPv4, number of IPv6 packets not

translated, number of IPv4 and IPv6 packets dropped, number of packets with

untranslatable protocol, number of packets with bad ICMP format, etc.

Figure 19- SNMP Server Screeshows a checkboxwhich the user can selectto
enable the SNMP agent. It also has descriptor fields to identify the location of the
Transformer, system contact information and the community the Transformer is part
of.
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Figure 19 SNMP Server Screen
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FTP Gateway

FTP uses a command and response protocol over a connectionfrom aclient to a
server established to a predefined TCP port. The FTP protocolis used to initiate file
transfers and other data transfers over dynamically established connections.

When using the Transformer, an IPv4 host that uses FTP, eitheras a client ora

server, is positioned onthe v4 side of the Transformer, with the rest of the network on

the other side. That host needs to continue using FTP, but now a layer of addressing

and protocol transformation stands between that host and any remote host. The

major problem is that the protocol requires exchanging address and protocol

information, but the two sides have differing views of both the addressing and the

protocol. To resolve that problem, the Transf
g at e (@) do provide the transformation that allows the two hosts to

communicate.

Figure 20- FTP Gateway Screeshows there are 2 choices that a user can select:
enable the FTP-ALG calling a host-side and/or network-side server onthe standard
FTP port. By checking one or both entries, the ALG is activated, which will perform
the proper IPv4-IPv6 translation betweenthe client and server. The variations
covered by the FTP-ALG are:

Clienton IPv4 host, IPv6 server on network
Clienton IPv4 host, IPv4 server on network
IPv6 clienton network, server on IPv4 host
IPv4 clienton network, server on IPv4 host
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Figure 20. FTP Gateway Screen



















































































































